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Question Number : 1 Question Id : 70959728035 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

1s responsible for assigning a unmique number known as
IP(Internet Protocol) address.

1. IANA

2. ISO

3. APRANET
4. TCP

Question Number : 2 Question Id : 70959728036 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical



Correct Marks: 0.8 WrongMarks: 0
testing 15 a method of finding gaps in our Defenses in Each Laver

security by using some of the same methods an attacker would use in order to break in

and is a tactic we might want to use at all lavers of our defense.

1. Top down
2. Unat
3. Block

4. Penetration

Question Number : 3 Question Id : 70959728037 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
A hacker 1s someone outside computer security consulting firms who

15 used to bug-test a system prior to its launch, looking for exploits so thev can be closed.

1. White Hat
2. Black Hat
3. Grey hat
4. Blue hat

Question Number : 4 Question Id : 70959728038 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It 15 an attack which procesds with small increments and final add up to lead to a major
attack.
1. Data Diddling
2. Spoofing
3. Salami Attack
4. Demal of Service Attack

Question Number : 5 Question Id : 70959728039 Question Type: MCQ Option Shuffling : No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
The digital signature is created by encrypting the data with the kev of the
sender.
1. Public
2. Private
3. Super
4. Candidate

Question Number : 6 Question Id : 70959728040 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

There are currently  rootname servers.
1. 11
2. 12
3. 13
4. 20

Question Number : 7 Question Id : 70959728041 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



It 15 a process of certifying the content of a document.
Vernification

Validation

Authorization

Authentication

s

Question Number : 8 Question Id : 70959728042 Question Type: MCQ Option Shuffling : No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
are weaknesses that can be used to harm us.
Risk
Threats
Vulnerabilities
Impacts

kB

Question Number : 9 Question Id : 70959728043 Question Type: MCQ Option Shuffling : No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
In information security, is the property, that information 1s not made
available or disclosed to unauthorized indrviduals, entities, or processes.
1. Confidentiality
2. Interoperability
3. Transparency
4

Assurance

Question Number : 10 Question Id : 70959728044 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
In order to help us mitigate nisk we can put measures in place to ensure that a
given type of threat 1s accounted for. These measures are referred to as

1. Subnet
2. Mask

3. Host

4. Controls

Question Number : 11 Question Id : 70959728045 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
BITNET stands for:
1. British Information and Telecommunication Network
2. Berlin Information and Telecommunication Network
3. Britannica Information and Telecommunication Network
4. Because It's Time Network

Question Number : 12 Question Id : 70959728046 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Archie1s a
1. Archiver for FFTsites
2. Malicious Spyware
3. Malfunctioning Software
4. Virus




Question Number : 13 Question Id : 70959728047 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
JUGHEAD stands for

Jon's Universal Group for History and Evolution of Digital-age

Jonzy's Universal Gopher Hierarchy Excavation And Display
Jim’s Universal Group of Hardware Engineering Design

B b=

MNone of the above

Question Number : 14 Question Id : 70959728048 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0
It 1z defined as the use of information technology to gain unauthorized access to computer
systems or password-protected websites.
1. Cybertrespass
2. Tresspassing
3. Phishing

4. Cloning

Question Number : 15 Question Id : 70959728049 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
1s a malicious code that 1s mstalled 1n the host machine by pretending

to be useful software.

1. Virus

2. Trojan Horse
3. Spam

4. Scareware

Question Number : 16 Question Id : 70959728050 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
IPv6 have biats.

1. 32
2. 64
3. 128
4. 16

Question Number : 17 Question Id : 70959728051 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0
UEL stands for?

uniform resource locator
unigque reference label
uniform reference label

ol

unigque resource locator

Question Number : 18 Question Id : 70959728052 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



It 1s an actrvity which involves mnjecting a malicious client side script into a trusted

website.
1. Web-Jacking
2. Computer Vandalism
3. Spamming
4. Cross Site Scripting

Question Number : 19 Question Id : 70959728053 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
controls set out the rules for how we expect the users of our environment to

behave.

1. Admimistrative
2. Logical

3. Physical

4. Behavioral

Question Number : 20 Question Id : 70959728054 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Who created the first web browser?
1. Tim Berners Lee
2. Jacobs Lan
3. Marc Andeersen
4

Alen Turing

Question Number : 21 Question Id : 70959728055 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0
This 15 a techniques where every possible combination of letters, numbers and symbols 1n
an attempt to guess the password.

1. DOS Attack

2. DDOS Attack

3. Brute-Force Attack

4. Dictionary Attack

Question Number : 22 Question Id : 70959728056 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following 1s not a wireless secunty standard?

1. WPA

2. 802111
3. Two fish
4. WEP

Question Number : 23 Question Id : 70959728057 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0



We use to ensure security and the confidentiality of our data.

1. Password

Twofish Algorithm
Web Jacking
Subnet Mask

b

Question Number : 24 Question Id : 70959728058 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
encrypts all the different passwords that are saved with a master

password, the only one you have to remember.

1. Digi Locker

2. Password Manager
3. UPI account

4. Rainbow Table

Question Number : 25 Question Id : 70959728059 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
A 1z an operation that purchases services from another ISP, sometimes
called a wholesale ISP in this context, which allow it’s customers to access the Internet
using services and infrastructure owned and operated by the wholesale ISP.
1. Private ISP
Virtual ISP
Wireless ISP
Transit ISP

nall

Question Number : 26 Question Id : 70959728060 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
PKI Stands for

Public KeePass Information
Password Key Infrastructure
Public Key Infrastructure

Password Key Information

b

Question Number : 27 Question Id : 70959728061 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Anytime an unknown device 1s used to sign into vour Google account, the user has to
provide a verification code 1n addition to the password. This 1s known as?

1. Password Manager

2. Twofish Algorithm

3. 2-step verification system

4. None of the above

Question Number : 28 Question Id : 70959728062 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



Which of the following 1s not a Wireless Operating Mode?
1. Monitor Mode
2. Ad-Hoc Mode
3.  Access Point Infrastructure Mode
4. WEP Mode

Question Number : 29 Question Id : 70959728063 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It 15 a process of tracking Wi-F1 hotspots located at a particular place, while moving with
a hand held device or a laptop 1n a vehicle.

1. WPS

2. WPA~xl

3. Clear text Challange
4 War driving

Question Number : 30 Question Id : 70959728064 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Wi-Fi 15 short for
1. Wireless Fidelity

2. Wireless Function
3. Wireless Functioning
4. MNone of the above

Question Number : 31 Question Id : 70959728065 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
The 1s a think-tank run by a not-for-profit organization which carries out

discussions, awareness-raising and campaigns related to privacy on social networks.
1. Social Swarm
2. Diaspora
3. Crabgrass
4. Friendica

Question Number : 32 Question Id : 70959728066 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
By default Windows enables

(like USB drives or devices) are examined and, based on their content, such as pictures,

a feature where plugged in removable media

music or video files, an appropriate application to play or display the content 1s launched.
1. Defender
2. AutoPlay
3. SmartScreen
4

Mone of the above

Question Number : 33 Question Id : 70959728067 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



Crabgrass service provided by

1. Facebook
2. Frendica

3. RiseUp. Net
4. Pidder

Question Number : 34 Question Id : 70959728068 Question Type: MCQ Option Shuffling : No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

YouTube 1s a service, owned by
1. Facebook
2. Microsoft
3. Yahoo
4

Google

Question Number : 35 Question Id : 70959728069 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
i3 an alternative app center for Android that only distributes FOSS

applications.
1. F-Droid
2. App Droid
3. FOSS Droad
4. Free Droad

Question Number : 36 Question Id : 70959728070 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

occurs when a fraudster steals information and then poses as a genuine

user to do a transaction using the stolen e-wallet details and password.
Impersonation

Data Diddling

Salami Attack

None of the above

W=

Question Number : 37 Question Id : 70959728071 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Many PC manufacturers include additional software with Windows when vou purchase a
new computer. These manufacturers are paid by the software vendors to include this
software and the bundled software may not benefit and may even harm the interest of the

consumer. Such software 1s known as

1. Trojen Horse
2. Vims

3. Bloatware

4

Scareware

Question Number : 38 Question Id : 70959728072 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



The Microsoft Windows operating system includes ., which 15 designed to
protect users from malware and phishing attacks by scanning URLs accessed by the user
against a blacklist of websites containing known threats.

Defender

AutoPlay

SmartScreen

ol

MNone of the above

Question Number : 39 Question Id : 70959728073 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Windows 15 software designed to detect and remove malware and 1t 1s built
in Windows operating systems.

1. Defender

2. AutoPlay

3. SmartScreen

4. None of the above

Question Number : 40 Question Id : 70959728074 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

International Mobile Equipment Identity (IMEI) number contains  digits.
1. 10
2. 12
3. 20
4 15

Question Number : 41 Question Id : 70959728075 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
You can store most of your passphrases in a single, encrypted file on an Android device
by installing a FOSS tool called
1. KeePassDroad
2. OpenKeychain
3. Orweb
4. Orbot

Question Number : 42 Question Id : 70959728076 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
APK stands for:
1. Android Application Packets
2. Android Application Packages
3. Application Authentication Packages
4. Authentication Application Packages

Question Number : 43 Question Id : 70959728077 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



Access social networking sites using to safeguard yvour username,

password and other information vou post.

1. hitp

2. https

3. hptts

4. None of the above

Question Number : 44 Question Id : 70959728078 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Identify the Android apps which require yvour phone to be rooted
Spideroak

Pziphon3

CryptES

Notecipher

B b=

Question Number : 45 Question Id : 70959728079 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

It 15 a file synchronization tool that will allow vou to easily share files between vour
computers and Android devices via an intermediary 3rd party server on the internet.
Psiphon3

Cerberus

Signal

Spideroak

S

Question Number : 46 Question Id : 70959728080 Question Type: MCQ Option Shuffling : No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It 15 a free camera application for Android devices that has the ability to recognize and

hide faces. It allows vou to blur or delete the faces of those you photograph in order to
protect their identities.
1. KeePassDroid
2. Obscuracatmn
3. Orbot
4. Orweb

Question Number : 47 Question Id : 70959728081 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It 1s the integrated intelligence grid developed by C-DAC-Pune connecting databases of
core security agencies of the Government of India.
1. National Intelligence Grid (Natgrid) project of India
2. National Critical Information Infrastructure Protection Centre (NCIPC) of India
3. IUSCSF
4. NISAP

Question Number : 48 Question Id : 70959728082 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



It 15 a project under National e-Governance Plan(INeGP) covering all 28 States and 7 UTs
which aims at creation of a nation-wide networking infrastructure for evolution of IT-
enabled sophisticated tracking svstem around "investigation of crime and detection of
criminals.

NATGRID

NCCC

NCIPC

CCTNS

ol

Question Number : 49 Question Id : 70959728083 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It 13 a premier industry body on data protection in India, setup by NASSCOM, commatted

to making the cyberspace safe, secure and trusted by establishing best practices, standards
and initiatives in cyber security and privacy.

NATGRID

Botnet Clearing Center

Data Security Council of India (DSCI)

National Crime Eecords Burean (NCEB)

N

Question Number : 50 Question Id : 70959728084 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
shall endeavour to empower Indian Police with Information Technology
and Criminal Intelligence to enable them to effectively & efficiently enforce the law &
improve public service delivery.

1. NATGRID

2. National Crime Records Bureau

3. National Cyber Coordination Centre

4. Crnme and Criminal Tracking Networks and Systems

Question Number : 51 Question Id : 70959728085 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

based exercises are focused on accessing the effectiveness of secunty plan,
coordination and comtmunication and Standard Operating Procedures (SOPs) of the
participating organization
Simulated attack
Hypothetical scenario
Discussion

Artifact

b=

Question Number : 52 Question Id : 70959728086 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Most of the Android Smartphone will display its IMEI numbers on its screen if yvou dial

*209#
*06#
*#006#
*206#

Ll



Question Number : 53 Question Id : 70959728087 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Tools such as the can be used for developing master inject list, trial-
run and exercise-management.

1. MOSFET

2. COSA

3. EXITO

4. CISSP

Question Number : 54 Question Id : 70959728088 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
created a model framework for establishing and evaluating information
security (information assurance) programs, now known as The McCumber Cube

1.  Albert McCumber

2. John McCumber

3. Palo Alto

4. Mike McCumber

Question Number : 55 Question Id : 70959728089 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

15 created for rapid 1dentification & response to security incidents and
information exchange 1s to reduce the risk of cyber threat and resultant effects.
National Cyber Alert System
NATGRID
National Criminal and Crime Control Center
National Critical Infrastructure Cyber Security Center

e S

Question Number : 56 Question Id : 70959728090 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Although technical procedures vary depending on the categorization and type of incident,
each incident must include the following six (6) phases: Preparation,

Containment. Remediation. Resolution and Closure.

1. Detection
2. Penetration
3. FReporting
4. Recording

Question Number : 57 Question Id : 70959728091 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0
A 1s where fraudsters try to gather user's credentials, either with
the use of a malicious software or through phishing

1. Pharming

2. Phishing

3. Cross Site Scripting

4. Credential Stealing Attack




Question Number : 58 Question Id : 70959728092 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
means a person who has been granted a license to 1ssue a Digital
signature Certificate under section 24

1. Digital Authority

2. Government Authority

3. Certifying Authority

4. Pharming

Question Number : 59 Question Id : 70959728093 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Al involves intercepting the communication between the client side and
the banking server, by masquerading as the server to the client and vice versa.

1. Advance Persistence Threat

2. Channel Breaking Attack

3. Credential Stealing Attack

4. Pharming Attack

Question Number : 60 Question Id : 70959728094 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

This 1s practiced to gain unrestricted or administrative access to the device's entire file
system.

Formatting

Fragmentation

Jailbreaking

ICMP

.

Question Number : 61 Question Id : 70959728095 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

fraud happens when a criminal uses stolen or fake documents to open an
account in someone else's name.

1. Phishing

2. Application

3. Pharming

4. Man-in-the-Middle Attack

Question Number : 62 Question Id : 70959728096 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0

15 the theft of credit card / Debit card information. Thief can procure
victim's credit card number using basic methods such as photocopying receipts or more
advanced methods such as using a small electronic device to swipe and store hundreds of
victim’s credit card numbers.

1. Pharming
2. Phishing
3. Vishing

4. Skimming



Question Number : 63 Question Id : 70959728097 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
1s the use of deception to manipulate individuals into divulging confidential

or personal information that may be used for frandulent purposes.
1. Vishing
2. Skimming
3. Social Engineering
4. Pharming

Question Number : 64 Question Id : 70959728098 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

UPI stands for?
1. Unified Payvment Interface
2. Unidentified Payment Interchange
3. United Packet Interface
4. United Payment [ntersection

Question Number : 65 Question Id : 70959728099 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Unified Payment Interface (UPI) 1s an initiative by
1. State Bank of India
2. ICMP
3. National Payments Corporation of India
4

IMPS

Question Number : 66 Question Id : 70959728100 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
For using Unified Payment Interface, users need to create a
1. MAC Address
2. Virtual Payment Address
3. Virtual Private Network
4

Payment Gateway

Question Number : 67 Question Id : 70959728101 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
PII stands for?
1. Personally Identifiable Instrument
2. Personally Identifiable Information
3. Portable Identifiable Information
4. Professionally Identified Information

Question Number : 68 Question Id : 70959728102 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



POS stands for?
1. Person of Sales
2. Point of Service
3. Point of Sales
4. None of the given options

Question Number : 69 Question Id : 70959728103 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following 1s NOT a valid mean of authentication for interoperable

transactions?
1. Aadhaar + Biometric
2. Magnetic strip card + Bank PIN
3. Magnetic strip card + OTP
4. Aadhaar + Bank Pin

Question Number : 70 Question Id : 70959728104 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
data of the magnetic stripe contains information such as the credit card

number and expiration date.
Track 1
Track 2
Track 3
Track 4

ol

Question Number : 71 Question Id : 70959728105 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

The 15 a small device that scans a credit/debit card and stores the
information contained in the magnetic strip.

1. Skimmer

2. Skipper

3. WPA

4 WPA2

Question Number : 72 Question Id : 70959728106 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

In computing, a‘an 15 software or firmware that enforces a set of rules
about what data packets will be allowed to enter or leave a network.

1. Switch

2. HASP lock

3. Antivirus

4. Firewall

Question Number : 73 Question Id : 70959728107 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



An attack 1s one in which an adversary successfully assumes the
identity of one of the legitimate parties in a system of in a communications protocol.

1. Phishing

2. Impersonation
3. Vishing

4. Pharming

Question Number : 74 Question Id : 70959728108 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following transaction types 1s NOT supported by the micro ATM?

1. Deposit

2. Withdrawal

3. Fund Transfer
4. PIN Change

Question Number : 75 Question Id : 70959728109 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
In this type of physical social engineering, the attacker acts like someone else to trap the
victim.

1. Piggybacking

2. Eavesdropping

3. Dumpster Driving

4. Impersonation

Question Number : 76 Question Id : 70959728110 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
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Correct Marks: 0.8 WrongMarks: 0
In these types of physical social engineering, attacker can gain information by hearing a
discussion between two people, or by reading emails and listening to telephonic
conversation.

1. Piggybacking

2. Eavesdropping

3. Dumpster Driving

4. Impersonation

Question Number : 77 Question Id : 70959728111 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
In this type of physical social engineering, the attacker creates a scenario where the
victim ends up asking for information to the attacker and in this process ends up
providing the required information to the attacker.

1. Reverse Social Engineering

2. Mumble Attack

3. Daversion Theft

4. Road Apple Baiting
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Correct Marks: 0.8 WrongMarks: 0



The scam typically involves promising the victim a significant share of a large sum of
money, which the fraudster requires a small up-front payment to obtain.

1. Phishing

2. Nigerian 419 scam

3. Boy Who Cries Wolf Attack

4. Mumble attack

Question Number : 79 Question Id : 70959728113 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
In this type of social engineenng attack, the social engineer poses as a speech-impaired
customer or as a person calling on behalf of the speech-impaired customer. Victims of the
attack are often made to feel awkward or embarrassed and release information as a result.
1. Impersonation
2. Piggybacking
3. Eavesdropping
4. Mumble attack

Question Number : 80 Question Id : 70959728114 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
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Apart from CCleaner, 1s an excellent temporary file removal and shredder
tool compatible with GNU Linux and Microsoft Windows.

1. Phedora

2. BleachBit

3. CamStudio

4. Rantac

Question Number : 81 Question Id : 70959728115 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
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Correct Marks: 0.8 WrongMarks: 0

Verv Complex Overwrite option 1n the CCleaner performs passes.
1. 31
2.7
3. 3
4. 100
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The social engineering attack life cycle have  phases.
1. 6
2.5
i 4
4.7
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The decoding of the complex code to original text using key 1s known as
decryption

encryption

steganography

digital signature

A

Question Number : 84 Question Id : 70959728118 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
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Correct Marks: 0.8 WrongMarks: 0
15 a process of identifying an individual and ensuring that the individual

15 the same who he/she claims to be.
1. Authentication
2. Authonization
3. Privilege Access
4. Access Control

Question Number : 85 Question Id : 70959728119 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
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Correct Marks: 0.8 WrongMarks: 0
OTP stands for?

One Time Password

Open Telephony Password
One Time Passcode

b=

Once Telephony Passcode
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Internet was originally the project of
NSF

ARPA

NFS

IS0

ol
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VPN stands for?
1. Visual Private Network
2. Virtual Personal Network
3. Visual Personal Network
4. Virtual Private Network
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It 15 a techmique of hiding secret messages in a document file, image file, and program or
protocol etc. such that the embedded message 1s invisible and can be retrieved using
special software.

1. Digital Signature

2. Encryption
3. Validation
4

Steganography
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If you are concerned about your device getting lost or stolen, you can also set up your
Apple device so that it can be erased remotely, using the following feature.

1. Find My 1Phone

2. Trace My iPhone

3. Erase My 1Phone

4. Swipe My iPhone

Question Number : 90 Question Id : 70959728124 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
In an Android phone, vou can set the following utility vou can automatically lock vour
phone after a specified time.
1. Device Encryption
2. Secunty Lock Timer
3. APG
4. KeePassDriod

Question Number : 91 Question Id : 70959728125 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
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It 1s a process of identifying an individual and ensuring that the individual 1s the same

who he/she claims to be.
Authentication
Authorization
Availability
Access Control

=
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refers to the ability to access our data when we need 1t.

Authentication
Authorization
Availability
Access Control

W=
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This class of IPs in IPv4 1s reserved for future use, or research and development

purposes.
1. Class A
2. Class B
3. Class D
4 ClassE
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At times the government 1tself 1s involved 1n cvber trespassing to keep eve on other
person/network/country. What 1s this known as?

1. Validation

2. Cyber Espionage
3. Encryption
4

Steganography
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DAFPA stands for

1. Defense Advanced Research Projects Agency

2. Defense Applications Fesearch Projects Agency
3. Defense Applications Eesearch Program Agency
4. Digital Applications Research Program Agency
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DINS converts the names typed in the Web browser address bar into
1. MAC Address
IP Address

2
3. Domam Name
4

MNone of the above
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15 a practice of changing the data before its entry into the

computer system.

Data Spoofing
Data Diddling
Denial of Service

Salami Attack

e L
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If the same kev 15 used to lock and unlock the data, 1t 15 known as
encryption.

1. Super Kev

2. Primary Key

3. Symmetric key

4. Asymmetric key
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Asymmetric key encryption 1s also known as encryption.
Public kev

Private key

muper Kev

Candidate Key

.
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15 a text-based browser.

Firefox
Opera
Flock
Elinks

kB



