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Question Number : 1 Question Id : 707756551 Question Type: MCQ Option Shuffling: No Display Question Number : Yes Single
Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following is not the member of initial four organizations which were initially
connected to Advanced Research Projects Agency Network.
1. The southwesternUS [UCLA)
2. Stanford ResearchInstitute
3. University of Utah
4.  University of Oxford

Question Number : 2 Question Id : 707756552 Question Type: MCQ Option Shuffling : No Display Question Number : Yes Single
Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



refers to the ability to prevent ourdata from being changedin an
unauthorized or undesirable manner.

1. Availability

2. Confidentiality
3. Authorization
4

Integrity

Question Number : 3 Question Id : 707756553 Question Type: MCQ Option Shuffling: No Display Question Number : Yes Single

Line Question Option : No Option Orientation : Vertical
Correct Marks: 0.8 WrongMarks: 0

The decoding of the complex code to original textusing key is known as
1. decryption
2. encryption
3. steganography
4. digital signature

Question Number : 4 Question Id : 707756554 Question Type: MCQ Option Shuffling: No Display Question Number : Yes Single

Line Question Option : No Option Orientation : Vertical
Correct Marks: 0.8 WrongMarks: 0

is a process of identifying an individual and ensuring that the individual is the
same who he/she claims to be.

1. Authentication

2. Authorization
3. Privilege Access
4, AccessControl

Question Number : 5 Question Id : 707756555 Question Type: MCQ Option Shuffling: No Display Question Number : Yes Single

Line Question Option : No Option Orientation : Vertical
Correct Marks: 0.8 WrongMarks: 0

OTP stands for?

One Time Password

OpenTelephony Password

One Time Passcode

Once Telephony Passcode

.

Question Number : 6 Question Id : 707756556 Question Type: MCQ Option Shuffling: No Display Question Number : Yes Single

Line Question Option : No Option Orientation : Vertical
Correct Marks: 0.8 WrongMarks: 0

Internetwas originally the project of

1. MNS5F
2. ARPA
3. NFS
4. 150

Question Number : 7 Question Id : 707756557 Question Type: MCQ Option Shuffling : No Display Question Number : Yes Single

Line Question Option : No Option Orientation : Vertical
Correct Marks: 0.8 WrongMarks: 0

VPN standsfor?

Visual Private Network
Virtual Personal Metwork
Visual Personal Network
Virtual Private Metwork

P



Question Number : 8 Question Id : 707756558 Question Type: MCQ Option Shuffling : No Display Question Number : Yes Single
Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Itis a technigque of hiding secret messagesin a document file, image file, and program or
protocol etc. such that the embedded message is invisible and can be retrieved using special
software.

1. Digital Signature

2. Encryption
3. Walidation
4. Steganography

Question Number : 9 Question Id : 707756559 Question Type: MCQ Option Shuffling: No Display Question Number : Yes Single
Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Ifyou are concerned about your device getting lost or stolen, you can also setup your Apple
device so that it can be erased remotely, using the following feature.
1. Find MyiPhone
2. Trace My iPhone
3. Erase MyiPhone
4. Swipe MyiPhone

Question Number : 10 Question Id : 707756560 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
In an Android phone, you can setthe following utility you can automatically lock your phone
aftera specified time.
1. Device Encryption
2. Security Lock Timer
3. APG
4, KeePassDriod

Question Number : 11 Question Id : 707756561 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Itis a process of identifying an individual and ensuring that the individual is the same who
he/she claims to be.

1. Authentication
2. Authorization
3. Availability

4. AccessControl

Question Number : 12 Question Id : 707756562 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
refers tothe ability to access our data when we need it.
Authentication

Authorization
Availability
Access Control

BowW N

Question Number : 13 Question Id : 707756563 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



This class of IPs are reserved for multicast groups.

1. Class A
2. ClassB
3. ClassD
4. ClassE

Question Number : 14 Question Id : 707756564 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
At times the government itself is involved in cyber trespassing to keep eye on other

person/network/country. Whatis this known as?
1. Validation
2. CyberEspionage
3. Encryption
4. Steganography

Question Number : 15 Question Id : 707756565 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

DARPA standsfor ’
1. Defense Advanced Research Projects Agency

2. Defense Applications Research Projects Agency
3. Defense Applications Research Program Agency
4. Digital Applications Research Program Agency

Question Number : 16 Question Id : 707756566 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
When the attacker is either hired by an insider or an external entity to the organization, it is
known as attack.

1. Insider

2. External

3. Doodle

4. MNoneofthe above

Question Number : 17 Question Id : 707756567 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
is a practice of changing the data before its entry into the

computer system.
1. DataSpoofing
2. Data Diddling
3. Denial of Service
4. Salami Attack

Question Number : 18 Question Id : 707756568 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Ifthe same key is used to lock and unlock the data, it is known as encryption.
1. Superkey
2. Primary Key
3. Symmetrickey
4. Asymmetrickey



Question Number : 19 Question Id : 707756569 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0
Asymmetric key encryption is also known as encryption.
1. Public key
2. Private key
3. SuperKey
4. Candidate Key

Question Number : 20 Question Id : 707756570 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It is defined as the use of information technology to gain unauthorized access to computer
systems or password-protected websites.

1. Cybertrespass

2. Tresspassing
3. Phishing
4. Cloning

Question Number : 21 Question Id : 707756571 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
This is a technigues where every possible combination of letters, numbers and symbaolsin an
attemptto guessthe password.

1. DOS Attack

2. DDOSs Attack
3. Brute-Force Attack
4. Dictionary Attack

Question Number : 22 Question Id : 707756572 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Which of the following is not a wireless security standard?

1. WPA

2. B02.11i
3. Two fish
4. WEP

Question Number : 23 Question Id : 707756573 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
SIM standsfor

Subscriber Identity Module
System Identity Module
Subscriber Identity Method
Mone of the above

bt o

Question Number : 24 Question Id : 707756574 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



encrypts allthe different passwords that are saved with a master password,
the only one you have to remember.

1. Digi Locker

2. Password Manager
3. UPlaccount

4. Rainbow Table

Question Number : 25 Question Id : 707756575 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
This password manager was built based on the Qt Libraries..
1. KeePass
2. Clipperz
3. Gpassword Manager
4. Password Safe

Question Number : 26 Question Id : 707756576 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
il is a small piece of textsent toa browser by a website accessed through the browser. It
contains information about that visit like remembering the website visited preferred language
and other settings. The browser stores this data and usesit in accessing the features ofthe
website or the nexttime the same site is visited to make the access more personalized.

1. Password Manager

2. Cookie
3. EEPROM
4. MNone ofthe above

Question Number : 27 Question Id : 707756577 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Anytime an unknown device is used to sign into your Google account, the userhas to provide a
verification code in addition to the password. This is knownas?

1. PasswordManager

2.  Twofish Algorithm

3. 2-stepverification system

4. MNoneofthe above

Question Number : 28 Question Id : 707756578 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following is not a Wireless Operating Mode?
1. Monitor Mode

2. Ad-HocMode
3. AccessPoint Infrastructure Mode
4., WEP Mode

Question Number : 29 Question Id : 707756579 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



Itis a process of tracking Wi-Fi hotspots located at a particular place, while moving with a hand
held device or a laptop in a vehicle.

WPS
WPAV1
Clear text Challenge

o o B

War driving

Question Number : 30 Question Id : 707756580 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Wi-Fiis shortfor
1. WirelessFidelity

2. Wireless Function
3. Wireless Functioning
4. None of the above

Question Number : 31 Question Id : 707756581 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
The is a think-tank run by a not-for-profit organisation which carries out

discussions, awareness-raising and campaigns related to privacy on social netwaorks.
1. Social Swarm

2. Diaspora
3. Crabgrass
4. Friendica

Question Number : 32 Question Id : 707756582 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
By default Windows enables , afeature where pluggedin removable media(like USB
drives or devices) are examined and, based on their content, such as pictures, music or video

files, an appropriate application to play or display the contentis launched.
1. Defender

2. AutoPlay
3. SmartScreen
4. Moneofthe above

Question Number : 33 Question Id : 707756583 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
A content manipulation also called attack
1. Man-in-the browser [MITB)
2. Man-in-the-middle
3. Denial-of-service
4. Vishing

Question Number : 34 Question Id : 707756584 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0



YouTube is a service, owned by

1. Facebook
2. Microsoft
3. Yahoo
4. Google

Question Number : 35 Question Id : 707756585 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Access social networking sites using to safeguard your username, password and
other information you post.

1. http

2. https

3. hptts

4, Mone of the above

Question Number : 36 Question Id : 707756586 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Pressing +  isthe shortcut tolock your screen in Windows.
1. A
2. :H
3. D
4. L

Question Number : 37 Question Id : 707756587 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Many PC manufacturers include additional software with Windows when you purchase a new
computer. These manufacturers are paid by the software vendors to include this software and

the bundled software may not benefit and may even harm the interest of the consumer. Such
software is known as

1. TrojenHorse
2. Virus

3. Bloatware

4. Scareware

Question Number : 38 Question Id : 707756588 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
The Microsoft Windows operating system includes . which is designed to protect

users from malware and phishing attacks by scanning URLs accessed by the user against a
blacklist of websites containing known threats.

1. Defender

2. AutoPlay
3. SmartScreen
4. NMNone of the above

Question Number : 39 Question Id : 707756589 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



Windows is software designed to detect and remove malware and it is built in
Windows operating systems.

1. Defender

2. AutoPlay

3. Smartscreen

4. None ofthe above

Question Number : 40 Question Id : 707756590 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

International Mobile Equipment identity (IMEI) numbercontains _ digits.
1. 10
2. 12
3. 20
4. 15

Question Number : 41 Question Id : 707756591 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

¥ou can store most of your passphrases in a single, encrypted file onan Android device by

installing a FOSS tool called
1. KeePassDroid

2. OpenKeychain
3. Orweb
4. Orbot

Question Number : 42 Question Id : 707756592 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

APK stands for:
1. Android Application Packets
2. Android Application Packages
3. Application Authentication Packages
4. Authentication Application Packages

Question Number : 43 Question Id : 707756593 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
is an alternative app centerfor Android that only distributes FOSS applications.

1. F-Droid

2. App Droid
3. FOSS Droid
4. Free Droid

Question Number : 44 Question Id : 707756594 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0
Identify the Android apps which require your phone to be rooted

1. Spideroak
2. Psiphon3
3. CryptFs

4. Notecipher



Question Number : 45 Question Id : 707756595 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Itis a file synchronization tool that will allow youto easily share files between your computers
and Android devices via an intermediary 3rd party server onthe internet.

1. Psiphon3
2. Cerberus
3. Signal

4. Spideroak

Question Number : 46 Question Id : 707756596 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It is a free camera application for Android devices that has the ability to recognize and hide

faces. It allows you to blur or delete the faces of those you photograph in orderto protect their
identities.

1. KeePassDroid

2. Obscuracam
3. Orbot
4. Orweb

Question Number : 47 Question Id : 707756597 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It is the integrated intelligence grid developed by C-DAC-Pune connecting databases of core
security agencies of the Government of India.

1. MNational Intelligence Grid (Matgrid) project of India

2. Mational Critical Information Infrastructure Protection Centre (NCIPC)of India
3. IUSCSF
4. NISAP

Question Number : 48 Question Id : 707756598 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Itis a projectunder National e-Governance Plan{NeGP) covering all 28 States and 7 UTs which
aims at creation of a nation-wide networking infrastructure for evolution of IT-enabled
sophisticated tracking system around 'investigation of crime and detection of criminals.

1. MNATGRID
2. MNCCC
3. NCIPC
4. CCTN5

Question Number : 49 Question Id : 707756599 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
It is a premier industry body on data protectionin India, setup by NASSCOM, committed to
making the cyberspace safe, secure and trusted by establishing best practices, standards and
initiatives in cyber security and privacy.

1. NATGRID

2. BotnetClearing Center

3. Data Security Council of India (D5CI)

4. Mational Crime Records Bureau (MCRB)



Question Number : 50 Question Id : 707756600 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
shall Endeavourto empower Indian Police with Information Technology and
Criminal Intelligence to enable them to effectively & efficiently enforce the law & improve public
service delivery.

1. NATGRID

2. National Crime Records Bureau
3. MNational Cyber Coordination Centre
4. Crime and Criminal Tracking Metworks and Systems

Question Number : 51 Question Id : 707756601 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
based exercises are focused on accessing the effectiveness of security plan,

coordination and communication and Standard Operating Procedures (SOPs) of the participating
organization

1. Simulated attack

2.  Hypothetical scenario

3. Discussion

4.  Artifact

Question Number : 52 Question Id : 707756602 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
is one of the major forms of academic dishonesty which has always existed in

education, including higher education. For example, assignments submitted by students may
turn outto be copied from fellow students or could be taken over, in part or in whole, from
existing published works.

1. Hacking
2. Plagiarism
3. Bating

4. Pharming

Question Number : 53 Question Id : 707756603 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

Tools such as the can be used fordeveloping masterinject list, trial-run and
exercise-management.

1. MOSFET

2. COSA

3. EXITO

4. CIS5P

Question Number : 54 Question Id : 707756604 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



created a modelframework for establishing and evaluating information

security (information assurance) programs, now known as The McCumber Cube
1. Albert McCumber

2.  JohnMcCumber
3. Palo Alto
4. Mike McCumber

Question Number : 55 Question Id : 707756605 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

The creation of for Rapid identification & response to security incidents and

information exchange is to reduce the risk of cyberthreat and resultant effects.
1. Mational CyberAlert System
2. NATGRID
3. Mational Criminal and Crime Control Center
4

Mational Critical Infrastructure Cyber Security Center

Question Number : 56 Question Id : 707756606 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Although technical proceduresvary depending on the categorization and type of incident, each

incident must include the following six (6) phases: Preparation, Detection, Containment,
Remediation, Resolution and

1. Closure

2.  Penetration
3. Reporting
4. Recording

Question Number : 57 Question Id : 707756607 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

it is where fraudsters try to gather user's credentials, either with the use
of a malicious software or through phishing

3. Pharming

1. Phishing

2. Cross 5ite Scripting

3 Credential Stealing Attack

Question Number : 58 Question Id : 707756608 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

A content manipulation also know as . takes place in the application layer

betweenthe userandthe browser. The adversary is granted with privilegesto read, write,
change and delete browser's data whilst the useris unaware about it.

1. man-in-the-browser attack

2. man-in-the-middle attack

3. phishing attack

4. pharming attack

Question Number : 59 Question Id : 707756609 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



AfAn involves intercepting the communication between the client side and the
banking server, by masquerading as the serverto the client and vice versa.

1. Advance Persistence Threat

2. ChannelBreaking Attack

3. Credential Stealing Attack

4. Pharming Attack

Question Number : 60 Question Id : 707756610 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
This is practiced to gain unrestricted or administrative accessto the device's entire file system.
1. Formatting
2. Fragmentation
3. Jailbreaking
4. ICMP

Question Number : 61 Question Id : 707756611 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

fraud happens when a criminal uses stolen or fake documents to open an account in
someone else's name.
1. Phishing
2.  Application
3. Pharming
4.  Man-in-the-Middle Attack

Question Number : 62 Question Id : 707756612 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

is the theft of credit card / Debit card information. Thief can procure victim's
credit card number using basic methods such as photocopying receipts or more advanced
methods such as using a small electronic device to swipe and store hundreds of victim's credit
card numbers.

1. Pharming
2. Phishing
3. Vishing
4. Skimming

Question Number : 63 Question Id : 707756613 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
is the use of deception to manipulate individuals into divulging confidential or
personalinformation that may be used for fraudulent purposes.
1. Vishing
2.  Skimming
3. Social Engineering
4. Pharming

Question Number : 64 Question Id : 707756614 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



UPI stands for?

1. Unified PaymentInterface
Unidentified Payment Interchange
United Packet Interface
United PaymentIntersection

ol

Question Number : 65 Question Id : 707756615 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

UPI has built on the platform.
1. Moodle
2. ICMP
3. NPCI
4. IMP5

Question Number : 66 Question Id : 707756616 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
For using Unified PaymentInterface, users need tocreate a
1. MACAddress
2. Virtual Payment Address
3. Virtual Private Netwaork
4. Payment Gateway

Question Number : 67 Question Id : 707756617 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Pllstands for?
1. Personally ldentifiable Instrument
2. Personally Identifiable Information
3. Portable Identifiable Information
4. Professionally Identified Information

Question Number : 68 Question Id : 707756618 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
P05 stands for?

1. PersonofSales

2. Point of Service

3. PointofSales

4. MNone ofthe given options

Question Number : 69 Question Id : 707756619 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following is NOT a valid mean of authentication for interoperable transactions?
1. Aadhaar + Biometric
2.  Magnetic stripe card + Bank PIN
3. Magnetic stripe card + OTP
4. Aadhaar + Bank Pin

Question Number : 70 Question Id : 707756620 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical



Correct Marks: 0.8 WrongMarks: 0
of the magnetic stripe contains information associated with the actual account and it
includes items such as the cardholders name as well as the account number.,

1. Trackl
2. Track2
3. Track3
4., Track4

Question Number : 71 Question Id : 707756621 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

The is a small device that scans a credit/debit card and stores the information
contained in the magnetic strip.

1. Skimmer

2. Skipper
3. WPA
4. WPA2

Question Number : 72 Question Id : 707756622 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following is NOT a PII?
1. MName
2. Mobile Mumber
3. CustomerCard Number
4. Country Code

Question Number : 73 Question Id : 707756623 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0

An attackis an attack in which an adversary successfully assumes the identity
of one of the legitimate partiesin a system or in a communications protocaol.

1. Phishing

2.  Impersonation

3. Vishing

4. Pharming

Question Number : 74 Question Id : 707756624 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
Which of the following transaction typesis MOT supported by the micro ATM?

1. Deposit

2.  Withdrawal
3. Fund Transfer
4. PIMN Change

Question Number : 75 Question Id : 707756625 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0



In this type of physical social engineering, the attacker acts like someone else to trap the victim.
1. Piggybacking
2. Eavesdropping
3. DumpsterDriving
4.  Impersonation

Question Number : 76 Question Id : 707756626 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
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In this types of physical social engineering, attacker can gain information by hearing a discussion
betweentwo people, or by reading emails and listening to telephonic conversation.

1. Piggybacking

2. Eavesdropping

3. DumpsterDriving

4. Impersonation
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In this type of physical social engineering, the attacker creates a scenariowhere the victim ends
up asking for information to the attacker and in this process ends up providing the required
information to the attacker.

1. Reverse Social Engineering

2. Mumble Attack

3. Diversion Theft

4. Road Apple Baiting
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The scam typically involves promising the victim a significant share of a large sum of money,
which the fraudster requires a small up-front payment to obtain.

1. Phishing

2.  Nigerian 419 scam

3. Boy Who Cries Wolf Attack

4, Mumble attack
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The Unix to Unix Copy Protocol [UUCP) was invented in 1978 by

1. MFSNET
2. IBM

3. ARPANET
4. Bell Labs
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It is an attack which proceeds with small increments and final add up to lead to a majorattack.
The increments are sosmall that they remain unnoticed.

1. DumpsterDriving

2. Salami Attack

3. Road Apples/ Baiting

4. Diversion Theft
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It is the act of ensuring that data is notlost when critical issues arise.
1. Confidentiality
2. Social Engineering
3. Information Assurance
4. MNone ofthe above
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Three of the primary concepts in information security are confidentiality, integrity, and
1. Awuthorization

2. Authenticity
3. Availability
4. MNone ofthe above
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France also developed a packet switching network, know as in1973.
1. CYCLADES
2. MERIT
3. ARPANET
4. MFSNET
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attacks allow unauthorized users to access our data, applications, or
environments, and are primarily an attack against confidentiality.
1. Interception
2. Modification
3. Fabrication
4. Interruption
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Internet means an acceptable behavior forusinginternet. We should be honest,
respect the rights and property of others onthe internet.

1. Myth

2. Reasoning

3. Ethics

4, Noneofthe above
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Inorderto help us mitigate risk we can put measuresin placeto help ensure that a given
type of threatis accounted for. These measures are referred to as

1. Risk Assessment

2. Interception

3. Controls

4. None of the above
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Which of the following Regional Internet Registry({(RIR) is responsible for serving Europe, the
Middle East, and parts of Central Asia

1. APNIC

2. ARIN

3. LACNIC
4. RIPENCC
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Ininternet terminology IP means

1. InternetProvider
2. InternetProcessor
3. InternetProtocol
4. InternetProcedure
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Protecting information and information systems from unauthorized access, use, disclosure,
disruption, modification, or destruction is known as

1. InformationTransparency

2. Interoperability

3. Decentralized Decision Control

4. Information Security
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An IP address consists of two parts viz. Network and

1. Subnet
2. Mask
3. Host
4. Local
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Which was first graphical web browser?
1. InternetExplorer

2. Mosaic
3. Opera
4, Safari
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monitors user activity on internet and transmit that information in the
backgroundto someone else.

1. Adware

2. Firmware

3. Spyware

4. None ofthe above
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social engineering involves pointed and real-time communication with the target
overthe phone or via email or via instant messaging.

1. Remote

2. Bating

3. Insider

4. Moneofthe abhove
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is atext-based browser.

1. Firefox
2. Opera
3. Flock
4. Elinks

Question Number : 95 Question Id : 707756645 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 WrongMarks: 0
is a malicious code thatis installed in the host machine by pretendingto be

useful software.

1. Wirus

2. Trojan Horse
3. Spam

4. Scareware

Question Number : 96 Question Id : 707756646 Question Type: MCQ Option Shuffling: No Display Question Number : Yes
Single Line Question Option : No Option Orientation : Vertical

Correct Marks: 0.8 Wrong Marks: 0
Which of the following is usedto read HTML Code and to render Webpage?
1. WebServer
2. Web Matrix
3. Web Browser
4. Noneofthe above
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URL standsfor?

1.

2
3.
4

uniform resource locator
unique reference label
uniform reference label
unigue resource locator
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It is an activity which involvesinjecting a malicious client side script into a trusted website.

1.

2.
3.
4

Web-Jacking
ComputerVandalism
Spamming

Cross Site Scripting
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Special program which can detectand remove viruses from computeris called

1.

2
3.
4

halware
Antivirus
Rootkit
Groupware
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The first computervirus is --------

1. Blaster
2. Sasser
3. Creeper
4.1 Love U



