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Question Number : 1 Question Id : 60348913614 Question Type : MCQ Option Shuffling : No Is

Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Although technical procedures vary depending on the categorization and type of incident,
each incident must include the following six (6) phases:

A. Preparation

B. Detection

C. Containment

D. Remediation

E. Resolution

F. Closure

G. Penetration

H. Reporting

|. Recording

Choose the correct answer from the options given below:

1.A,B,C,D EandF only
2.B,C,D,F, Gand | only
3.AB,CFGandlonly
4.B,C D E Gandlonly

Options:

60348951465. 1



60348951466. 2
60348951467. 3
60348951468. 4

Question Number : 2 Question Id : 60348913615 Question Type : MCQ Option Shuffling : No Is
Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

What is another name for insecure plugin?

1. Hardware
2. Software
3. Firmware
4. Malware

Options:

60348951469. 1
60348951470. 2
60348951471. 3

60348951472. 4

Question Number : 3 Question Id : 60348913616 Question Type : MCQ Option Shuffling : No Is

Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

or control refers to the physical disposition of the media on which the data is

stored.

1. Possession

2. Encryption

3. Validation

4. Steganography
Options :
60348951473. 1
60348951474. 2
60348951475. 3

60348951476. 4



Question Number : 4 Question Id : 60348913617 Question Type : MCQ Option Shuffling : No Is

Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

It is a file synchronization tool that will allow you to easily share files between your computers
and Android devices via an intermediary 3rd party server on the internet.

1. Psiphon3

2. Cerberus

3. Signal

4. Spideroak
Options :
60348951477. 1
60348951478. 2
60348951479. 3

60348951480. 4

Question Number : 5 Question Id : 60348913618 Question Type : MCQ Option Shuffling : No Is
Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

What type of cyber-crime, its laws and punishments does section 66 of the Indian IT Act holds?

1. Cracking or illegally hack into any system
2. Putting antivirus into the victim

3. Stealing data

4. Stealing hardware components
Options :

60348951481. 1

60348951482. 2

60348951483. 3

60348951484. 4

Question Number : 6 Question Id : 60348913619 Question Type : MCQ Option Shuffling : No Is

Question Mandatory : No



Correct Marks : 1 Wrong Marks : 0

A/An is a representation of information, knowledge, facts, concepts, instructions
which are being prepared or have been prepared in a formalized manner, and is intended to
be processed, is being processed or has been processed in a computer system or computer
network and may be in any form or stored internally in the memory of the computer.

1. Wisdom
2. Data

3. Figure
4. [CMP

Options :

60348951485. 1
60348951486. 2
60348951487. 3
60348951488. 4

Question Number : 7 Question Id : 60348913620 Question Type : MCQ Option Shuffling : No Is
Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

refers to how useful the data is to us.

1. Integrity

2. Utility

3. Availability

4. Diddling
Options :
60348951489. 1
60348951490. 2
60348951491. 3

60348951492. 4

Question Number : 8 Question Id : 60348913621 Question Type : MCQ Option Shuffling : No Is

Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



For secure Electronic Data Interchange (EDI) transmission on Internet

1. MIME is used

2. S/ MIME is used
3. PGP is used

4 TCP/IP is used

Options :

60348951493. 1
60348951494. 2
60348951495. 3
60348951496. 4

Question Number : 9 Question Id : 60348913622 Question Type : MCQ Option Shuffling : No Is

Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Firewall is a type of:

A. Worm

B. Vulnerability

C. Security Threat

D. None of these

Choose the correct answer from the options given below:

1. B and C only
2. A and C only
3. A and B only
4. D only

Options :

60348951497. 1
60348951498. 2
60348951499. 3

60348951500. 4



Question Number : 10 Question Id : 60348913623 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Which of the following is/are wireless security standard?
AWPA

B. 802.11i

C. two-fish

D. WEP

Choose the correct answer from the options given below:

1. A, B and D only
2. C only

3. A and D only

4. D only

Options :

60348951501. 1
60348951502. 2
60348951503. 3

60348951504. 4

Question Number : 11 Question Id : 60348913624 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

is also known as secret key cryptography.

1. Symmetric key cryptography
2. Asymmetric key cryptography
3. Calligraphy

4. Cryptanalysis

Options :

60348951505. 1

60348951506. 2

60348951507. 3



60348951508. 4

Question Number : 12 Question Id : 60348913625 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

In this type of physical social engineering, the attacker acts like someone else to trap the

victim.

1. Piggybacking

2. Eavesdropping

3. Dumpster Driving
4. Impersonation

Options :

60348951509. 1
60348951510. 2
60348951511. 3

60348951512. 4

Question Number : 13 Question Id : 60348913626 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Existence of weakness in a system or network is called

1. Threat
2. Vulnerability
3. Exploit
4. Attack

Options:

60348951513. 1
60348951514. 2
60348951515. 3
60348951516. 4

Question Number : 14 Question Id : 60348913627 Question Type : MCQ Option Shuffling : No



Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

The Unix to Unix Copy Protocol (UUCP) was invented in 1978 by .

1. NSEMET

2. Bell Labs
3. IEM

4. ARPAMET

Options :

60348951517. 1
60348951518. 2
60348951519. 3

60348951520. 4

Question Number : 15 Question Id : 60348913628 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

is a way to breach the security by using the vulnerability of that system.

1. Threat
2. Attack
3. Exploit
4. None of these

Options :

60348951521. 1
60348951522. 2
60348951523. 3

60348951524. 4

Question Number : 16 Question Id : 60348913629 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



means the protection of data from modification by unknown users.

1. Confidentiality
2. Integrity

3. Authentication
4. Non-repudiation
Options :
60348951525. 1
60348951526. 2
60348951527. 3

60348951528. 4

Question Number : 17 Question Id : 60348913630 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0
They are nefarious hackers, and their main motive is to gain financial profit by doing cyber

crimes. Who are "they” referred to here?

1. Grey Hat Hackers
2. Red Hat Hackers
3. Hactivist

4, Black Hat Hackers

Options :

60348951529. 1
60348951530. 2
60348951531. 3

60348951532. 4

Question Number : 18 Question Id : 60348913631 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



attacks allow unauthorized users to access our data, applications, or environments,
and are primarily an attack against confidentiality.

1. Interception
2. Modification
3. Fabrication

4. Interruption

Options :

60348951533. 1
60348951534. 2
60348951535. 3
60348951536. 4

Question Number : 19 Question Id : 60348913632 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

What is the purpose of a Denial of Service attack?

1. Exploit a weakness in the TCP/IP stack

2. To execute a Trojan on a system

3. To overload a system so it is no longer operational
4. To shutdown services by turning them of

Options :

60348951537. 1
60348951538. 2
60348951539. 3

60348951540. 4

Question Number : 20 Question Id : 60348913633 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



UPI stands for?

1. Unified Payment Interface

2. Unidentified Payment Interchange
3. United Packet Interface

4. United Payment Intersection

Options :

60348951541. 1
60348951542. 2
60348951543. 3

60348951544. 4

Question Number : 21 Question Id : 60348913634 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

CIDR stands for?

1. Classless Inter-Domain Routing
2. Classful Inter-Domain Routing
3. Classless Inter-Domain Range
4. Classful Inter-Domain Range

Options :

60348951545. 1
60348951546. 2
60348951547. 3

60348951548. 4

Question Number : 22 Question Id : 60348913635 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



software is a program or set of programs that are designed to prevent, search
for, detect, and remove software viruses, and other malicious software like worms, trojans,
adware, and more.

1. Password Manager
2. Antivirus

3. Bloatware

4. Scareware

Options :

60348951549. 1
60348951550. 2
60348951551. 3
60348951552. 4

Question Number : 23 Question Id : 60348913636 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

A content manipulation also called attack.

1. Man-in-the browser (MiTB)
2. Man-in-the-middle

3. Denial-of-service

4. Vishing

Options :

60348951553. 1
60348951554, 2
60348951555. 3

60348951556. 4

Question Number : 24 Question Id : 60348913637 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



By symmetric key encryption we mean:

1. One private key is used for both encryption and decryption
2. Private and Public key used are symmetric

3. Only public keys are used for encryption

4. Only symmetric key is used for encryption

Options :

60348951557. 1
60348951558. 2
60348951559. 3

60348951560. 4

Question Number : 25 Question Id : 60348913638 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Which of the following is a Digital Certificate Standard?
A. X.508

B. X.509

C.D.510

D. D.511

Choose the correct answer from the options given
below:

1. A, B and D only
2. B only

3. A and Conly

4. D only

Options :

60348951561. 1
60348951562. 2
60348951563. 3

60348951564. 4



Question Number : 26 Question Id : 60348913639 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Lack of access control policy is a

1. Bug

2. Threat

3. Vulnerability
4. Attack
Options :
60348951565. 1
60348951566. 2
60348951567. 3

60348951568. 4

Question Number : 27 Question Id : 60348913640 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Antivirus signatures are constructed using the following:

1. Cyclic Redundancy Check

2. Hashes

3. Random Number Generators
4. Encryption Algorithms
Options :

60348951569. 1
60348951570. 2
60348951571. 3

60348951572. 4

Question Number : 28 Question Id : 60348913641 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



is an alternative app center for Android that only distributes FOSS applications.

1. F-Droid

2. App Droid
3. FOSS Droid
4. Free Droid

Options :

60348951573. 1
60348951574. 2
60348951575. 3
60348951576. 4

Question Number : 29 Question Id : 60348913642 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Identify the Android apps which require your phone to be rooted.
A. Notecipher

B. Spideroak

C. Psiphon3

d. CryptFS

Choose the correct answer from the options given below:

1. A, B and C only
2. B and C only

3. A only

4. D only

Options :

60348951577. 1
60348951578. 2
60348951579. 3

60348951580. 4

Question Number : 30 Question Id : 60348913643 Question Type : MCQ Option Shuffling : No



Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

It is a free camera application for Android devices that has the ability to recognize and hide
faces. It allows you to blur or delete the faces of those you photograph in order to protect
their identities.

1. KeePassDroid
2. Obscuracam
3. Orbot

4, Orweb

Options :

60348951581. 1
60348951582. 2
60348951583. 3

60348951584. 4

Question Number : 31 Question Id : 60348913644 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Exploring appropriate and ethical behaviour related to online environment and digital media.

1. Cyber Ethics
2. Cyber Law

3. Cyber Security
4. Cyber Safety

Options :

60348951585. 1
60348951586. 2
60348951587. 3

60348951588. 4

Question Number : 32 Question Id : 60348913645 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



The basic concept of is to formulate a multi-layered defense that will allow us
to still mount a successful defense should one or more of our defensive measures fail.

1. DARPA

2. ARPA

3. Cyclades

4. defense-in-depth

Options :

60348951589. 1
60348951590. 2
60348951591. 3
60348951592. 4

Question Number : 33 Question Id : 60348913646 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

In which year India’s IT Act came into existence?

1. 2000
2. 2002
3. 2003
4. 2005

Options :

60348951593. 1
60348951594. 2
60348951595. 3

60348951596. 4

Question Number : 34 Question Id : 60348913647 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Stealing pen drives and DVDs after tailgating is an example of lack of security.

1. Network Security
2. Physical Security

3. Database Security
4. Wireless Security

Options :

60348951597. 1
60348951598. 2
60348951599. 3

60348951600. 4

Question Number : 35 Question Id : 60348913648 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Which of the following is a private search engine?

1. Bing

2. Yahoo

3. ELinks

4. Duckduckgo

Options :

60348951601. 1
60348951602. 2
60348951603. 3

60348951604. 4

Question Number : 36 Question Id : 60348913649 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



The process of finding vulnerabilities and exploiting them using exploitable scripts or
programs are known as

1. infiltrating
2. exploitation
3. cracking

4. hacking

Options :

60348951605. 1
60348951606. 2
60348951607. 3
60348951608. 4

Question Number : 37 Question Id : 60348913650 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Which of the following is/are a type of cyber crime?

A. Data theft

B. Electronic Data Forgery

C. Damage to data and system

D. Installing Antivirus for protection

Choose the correct answer from the options given below:

1. A, B and D only
2. A, Band Conly
3. B and C only
4. B and D only

Options :

603489516009. 1
60348951610. 2
60348951611. 3

60348951612. 4



Question Number : 38 Question Id : 60348913651 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Which of the following are an appropriate measure for securing social networking accounts?
A. Strong passwords

B. Link your account with a phone number

C. Never write your password anywhere

D. Always maintain a soft copy of all your passwords in your PC

Choose the correct answer from the opticns given below:

1. A, B and D only
2. A, B and Conly
3. A and B only
4. A and C only

Options :

60348951613. 1
60348951614. 2
60348951615. 3

60348951616. 4

Question Number : 39 Question Id : 60348913652 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

A takes over your system's browser settings and the attack will redirect the
websites you visit some other websites of its preference.

1. MiTM

2. Browser hacking
3. Cookie-stealing
4. Browser-hijacker
Options :
60348951617. 1

60348951618. 2



60348951619. 3
60348951620. 4

Question Number : 40 Question Id : 60348913653 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0
WAIS stands for

1. Wide Area Information Server
2. Wide Area Information Service
3. Wide Area Interchange Server
4. None of these

Options :

60348951621. 1
60348951622. 2
60348951623. 3
60348951624. 4

Question Number : 41 Question Id : 60348913654 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

When a hacker penetrates a network, it is a network issue.

1. Reliability

2. Security

3. Performance
4. Availability
Options :
60348951625. 1
60348951626. 2
60348951627. 3

60348951628. 4



Question Number : 42 Question Id : 60348913655 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

A company buys an additional server to serve as a backup to its main server. This will mainly
affect the of the network.

1. Reliability

2. Security

3. Performance
4. None of these

Options :

60348951629. 1
60348951630. 2
60348951631. 3

60348951632. 4

Question Number : 43 Question Id : 60348913656 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

When we look at the types of attacks we might face, we can generally place them into one of

four categories:

A. validation

B. interruption

C. modification

D. interception

E. fabrication

Choose the correct answer from the options given below:

1. A B, Dand E only
2.B,C,DandEonly
3.A B, CandE only
4. A C DandE only

Options :
60348951633. 1



60348951634. 2
60348951635. 3

60348951636. 4

Question Number : 44 Question Id : 60348913657 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Compromising confidential information comes under

1. Bug

2. Threat

3. Vulnerability
4. Attack
Options :
60348951637. 1
60348951638. 2
60348951639. 3

60348951640. 4

Question Number : 45 Question Id : 60348913658 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

The full form of Malware is

1. Malfunctioned Software

2. Multipurpose Software

3. Malicious Software

4. Malfunctioning of Security

Options :

60348951641. 1
60348951642. 2
60348951643. 3

60348951644. 4



Question Number : 46 Question Id : 60348913659 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

is the information gathering phase in ethical hacking from the target user.

1. Reconnaissance

2. Scanning

3. Gaining access

4. Maintaining access
Options :
60348951645. 1
60348951646. 2
60348951647. 3

60348951648. 4

Question Number : 47 Question Id : 60348913660 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

In |IP address, IP is abbreviated as

1. Internet Program
2. Internet Protocol
3. Internet Pathways
4. Intitutive Programs

Options :

60348951649. 1
60348951650. 2
60348951651. 3

60348951652. 4

Question Number : 48 Question Id : 60348913661 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



ACL stands for:

1. Access Condition List
2. Anti-Control List

3. Access Control List
4. Anterior Cruciate List

Options :

60348951653. 1
60348951654. 2
60348951655. 3
60348951656. 4

Question Number : 49 Question Id : 60348913662 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0
OWASP stands for:

1. Open and Wide Applications of Security Programming
2. Open Web Application Security Project

3. Ondemand Web Application Security Protocol

4. Open Web Application Security Protocol

Options :

60348951657. 1
60348951658. 2
60348951659. 3

60348951660. 4

Question Number : 50 Question Id : 60348913663 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



When plain text is converted to unreadable format, it is termed as

1. raw text

2. chipen text

3. cipher text

4. rotten text
Options :
60348951661. 1
60348951662. 2
60348951663. 3

60348951664. 4

Question Number : 51 Question Id : 60348913664 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

It is an attack which proceeds with small increments and final add up leads to a major attack.
The increments are so small that they remain unnoticed.

1. Diversion Theft
2. Mumble attack
3. Dumpster Diving
4, Salami Attack

Options :

60348951665. 1
60348951666. 2
60348951667. 3

60348951668. 4

Question Number : 52 Question Id : 60348913665 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



The is a small device that scans a credit/debit card and stores the information

contained in the magnetic strip.

1. Skipper
2. Skimmer
3. WPA

4. WPA2Z

Options :

60348951669. 1
60348951670. 2
60348951671. 3
60348951672. 4

Question Number : 53 Question Id : 60348913666 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

UPI is built on the platform.

1. Moodle

2. ICMP

3. NPCI

4. IMPS
Options :
60348951673. 1
60348951674. 2
60348951675. 3

60348951676. 4

Question Number : 54 Question Id : 60348913667 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Tools such as the can be used for developing master inject list, trial-run and

exercise-management.

1. MOSFET
2. COSA
3. EXITO
4. CISSP

Options :

60348951677. 1
60348951678. 2
60348951679. 3
60348951680. 4

Question Number : 55 Question Id : 60348913668 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

The is a think-tank run by a not-for-profit organisation which carries out
discussions, awareness-raising and campaigns related to privacy on social networks.

1. Social Swarm
2. Diaspora

3. Crabgrass

4, Friendica

Options :

60348951681. 1
60348951682. 2
60348951683. 3

60348951684. 4

Question Number : 56 Question Id : 60348913669 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



network design allows for a larger number of individual network assignments and

fine-grained subnetwork design.

1. Classfull

2. Classless

3. [Pv5

4, |CRM

Options :
60348951685. 1
60348951686. 2
60348951687. 3

60348951688. 4

Question Number : 57 Question Id : 60348913670 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

is a well-defined procedure or mathematical function for turning some kind of data

into a relatively small integer.

1. Plagiarism

2. Hash-Function
3. Decryption

4. Pharming
Options :
60348951689. 1
60348951690. 2
60348951691. 3

60348951692. 4

Question Number : 58 Question Id : 60348913671 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Internet works on

A. Packet Switching

B. Circuit Switching

C. Data Switching

Choose the correct answer from the options given below:

1. A, B and C only
2. A and B only
3.B and C only

4. A only

Options :

60348951693. 1
60348951694. 2
60348951695. 3

60348951696. 4

Question Number : 59 Question Id : 60348913672 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

is a network reliability issue.

1. Frequency of failure

2. Unauthorized users

3. Types of transmission medium
4. Number of users

Options :

60348951697. 1
60348951698. 2
60348951699. 3

60348951700. 4

Question Number : 60 Question Id : 60348913673 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No



Correct Marks : 1 Wrong Marks : 0

Which of the following enables secure and private data exchange/transfer on an unsecure

public network?

A. Public Key Infrastructure

B. Private Key Infrastructure

C. Virtual Key Infrastructure

Choose the correct answer from the options given below:

1. A B and C only
2. A and B only

3. Aonly

4. B only

Options :

60348951701. 1
60348951702. 2
60348951703. 3

60348951704. 4

Question Number : 61 Question Id : 60348913674 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

prevents someone from taking an action, such as sending an e-mail, and then
later denying that he or she has done so.

1. Authentication
2. Non-repudiation
3. Access Control
4. Espionage
Options :
60348951705. 1
60348951706. 2
60348951707. 3

60348951708. 4



Question Number : 62 Question Id : 60348913675 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Unsolicited commercial mails are known as?

1. Spyware

2. Spam

3. Malware

4. Virus
Options :
60348951709. 1
60348951710. 2
60348951711. 3

60348951712. 4

Question Number : 63 Question Id : 60348913676 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

are piece of programs or scripts that allow hackers to take control over any

system.

1. Exploits

2. Firewall by-passer
3. Worms

4. Antivirus
Options :
60348951713. 1
60348951714. 2
60348951715. 3

60348951716. 4

Question Number : 64 Question Id : 60348913677 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No



Correct Marks : 1 Wrong Marks : 0

It allows a visited website to store its own information about a user on the users’ computer.

1. Spam

2. Malware
3. Adware
4. Cookies

Options :

60348951717. 1
60348951718. 2
60348951719. 3

60348951720. 4

Question Number : 65 Question Id : 60348913678 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Match List | with List 11

List | List 1l

A. IPv4 address . 128 bits

B. MAC address ll. 48 Bits

C. IPv6 address l1l. 52 digits

D. IMEI number V.16 digits
V. 32 bits

Choose the correct answer from the options given below:

TLA-LB-ILC-Il,D-V
2ZA-V,B-LC-|,D-IV
3JA-ILB-UWC-IV,D-V
4A-IVBE-ILLC-III,D-V

Options :

60348951721. 1
60348951722. 2
60348951723.3

60348951724. 4



Question Number : 66 Question Id : 60348913679 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

HIPAA stands for:

1. Health Insurance Portability and Accountability Audit
2. Health Insurance Portability and Acceptability Audit
3. Health Insurance Portability and Accountability Act

4. Healthcare Importance Priority and Accountability Act

Options :

60348951725. 1
60348951726. 2
60348951727. 3
60348951728. 4

Question Number : 67 Question Id : 60348913680 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Which of the following goals cannot be achieved with the help of Symmetric Cryptography?

1. Nonrepudiation
2. Confidentiality
3. Integrity

4. Availability
Options :
60348951729. 1
60348951730. 2
60348951731. 3

60348951732. 4

Question Number : 68 Question Id : 60348913681 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



How to avoid Man-in-the-Middle attack?

A. Use HTTPS connections and verify the SSL certificate
B. Accept every SSL certificate, even the broken ones
C. Use connections without SSL

Choose the correct answer from the options given
below:

1. A, B and C only
2. B and C only

3. A only

4. B only

Options :

60348951733. 1
60348951734. 2
60348951735. 3
60348951736. 4

Question Number : 69 Question Id : 60348913682 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Which of the following is the CIA concepts expressed in their negative form.

1. disclosure, alteration, and denial
2. disclosure, alteration, and disposal
3. disruptive, alteration, and denial
4. None of these

Options :

60348951737. 1
60348951738. 2
60348951739. 3

60348951740. 4

Question Number : 70 Question Id : 60348913683 Question Type : MCQ Option Shuffling : No



Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

controls sometimes called technical controls.

1. Administrative
2. Logical

3. Physical

4. Network
Options :
60348951741. 1
60348951742. 2
60348951743. 3

60348951744. 4

Question Number : 71 Question Id : 60348913684 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

is a type of attack where the attacker pretends to be an authorized user of a
system in order to gain access to it or to gain greater privileges then they are authorized for.

1. Defender

2. Eavesdropping
3. Masquerade

4. Dumpster diving

Options :

60348951745. 1
60348951746. 2
60348951747. 3

60348951748. 4

Question Number : 72 Question Id : 60348913685 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



A is an electronic password document that allows a person or an organization
to exchange data securely over the Internet using the public key infrastructure,

1. Rainbow table

2. Hash table

3. Doodle

4. Digital certificate

Options :

60348951749. 1
60348951750. 2
60348951751.3

60348951752. 4

Question Number : 73 Question Id : 60348913686 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

fraud happens when a criminal uses stolen or fake documents to open an account in

someone else's name.

1. Phishing

2. Application

3. Pharming

4. Men-in-the-middle attack

Options :

60348951753. 1
60348951754. 2
60348951755. 3
60348951756. 4

Question Number : 74 Question Id : 60348913687 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



is the use of deception to manipulate individuals into divulging confidential or
personal information that may be used for fraudulent purposes.

1. Vishing

2. Skimming

3. Social engineering
4. Pharming
Options :
60348951757. 1
60348951758. 2
60348951759. 3

60348951760. 4

Question Number : 75 Question Id : 60348913688 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

For using Unified Payment Interface, users need to create a

1. MAC address

2. Payment Gateway

3. Virtual Payment Gateway
4. Virtual Payment Address

Options :

60348951761. 1
60348951762. 2
60348951763. 3

60348951764. 4

Question Number : 76 Question Id : 60348913689 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



is the process or mechanism used for converting ordinary plain text into

garbled non-human readable text & vice-versa.

1. Malware analysis

2. Exploit writing

3. Cryptography

4. Reverse engineering
Options :
60348951765. 1
60348951766. 2
60348951767. 3

60348951768. 4

Question Number : 77 Question Id : 60348913690 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

is a type of malicious software designed to block access to a computer system

until a sum of money is paid.

1. Trojan horse
2. Worm

3. Virus

4. Ransomware

Options :

60348951769. 1
60348951770. 2
60348951771. 3
60348951772. 4

Question Number : 78 Question Id : 60348913691 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



National Science Foundation, backbone was created and the following five US universities’
computing centres were connected, to form NSFnet
A, Princeton University

B. Harvard University

B. Cornell University

D. Yale University

E. University of lllinois at Urbana-Champaign

F. Carnegie Mellon University

G. University of Delaware

H. General Atomics -- San Diego Supercomputer Center
Choose the correct answer from the options given below:

1. A B, D, Eand F only
2.A CE FandH only
3.B,C, D, Eand F only
4.D,E F,G and H only

Options :

60348951773. 1
60348951774. 2
60348951775. 3
60348951776. 4

Question Number : 79 Question Id : 60348913692 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Match List | with List 11

List | List Il

OSl Layer Data Unit
A. Network Layer l. Segment
B. Data Link Layer Il. Packet
C. Transport Layer Il Bits

D. Physical Layer V. Frame

Choose the correct answer from the options given below:

T.A-LB-ILC-1I,D-1IV
2A-ILB-U,C-1,D-IV
3A-IV,B-ILC-1L,D-1I
4 A-ILB-IW,C-1,D-1I

Options :

60348951777. 1
60348951778. 2
60348951779. 3

60348951780. 4

Question Number : 80 Question Id : 60348913693 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Match List | with List 11

List | List 1l

L — . This RIR is responsible for serving Europe, the Middle East, and parts of
Central Asia

B. LACNIC II. This RIR is responsible for serving the Asia Pacific region

C. ARIN III. This RIR is responsible for serving the African region

D. RIPE NCC

IV. This RIR is responsible for serving Latin America and the Caribbean

V. This RIR is responsible for serving North America and several Caribbean
and North Atlantic islands

Choose the correct answer from the options given below:

TA-ILB-W,C-V,D-I
ZA-1B-.C-V.D-IV
3A-V,B-V,C-Il,D-1N
4A-LB-V,C-1I,D-I
Options :
60348951781. 1
60348951782. 2
60348951783. 3

60348951784. 4

Question Number : 81 Question Id : 60348913694 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Match List | with List 11

List | List Il

A, CLASS A . 135.58.24.17

B. CLASS B 1. 192.168.178.1

C. CLASS C 1. 2.134.213.2

D.CLASS D V. 243.164.89.28
V. 227.21.6.173

Choose the correct answer from the options given below:

TA-ILB-IW,C-WV,D-l
2A-1,B-V,C-IILD-1
3A-IVB-IN,C-LD-V
4 A-1ILB-,C-1,D-V

Options :

60348951785. 1
60348951786. 2
60348951787. 3

60348951788. 4

Question Number : 82 Question Id : 60348913695 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Match List 1 with List Il

List | List Il

A. In this types of physical social engineering, attacker can gain
s Py g g g . Credential

information by hearing a discussion between two people, or by readin :
: : D~ Y g Stealing Attack

emails and listening to telephonic conversation

B. involves intercepting the communication between the client side and ] ,
: : : : II. Sticky dynamic
the banking server, by masquerading as the server to the client and vice

IP address
versa
C. is an informal term used by cable and DSL Internet access subscribers |lll. Reverse Social
to describe a dynamically assigned IP address which seldom changes Engineering

D. In this type of physical social engineering, the attacker creates a
scenario where the victim ends up asking for information to the attacker |IV. Eavesdropping
and in this process ends up providing the required information to the

attacker

Choose the correct answer from the options given below:

T.A-ILB-I,C-IV,D-I
ZA-MLB-IV,C-1,D-1l
3JA-IVB-I1,C-11,D-1N
4 A-IWB-1LC-11,D-1
Options :
60348951789. 1
60348951790. 2
60348951791. 3

60348951792. 4

Question Number : 83 Question Id : 60348913696 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

It is a project under National e-Governance Plan(NeGP) covering all 28 States and 7 UTs which
aims at creation of a nation-wide networking infrastructure for evolution of IT-enabled
sophisticated tracking system around 'investigation of crime and detection of criminals.

1. NATGRID
2. CCTNS
3. NCCC
4. NCIPC

Options:



60348951793. 1
60348951794. 2
60348951795. 3

60348951796. 4

Question Number : 84 Question Id : 60348913697 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

It is the integrated intelligence grid developed by C-DAC-Pune connecting databases of core
security agencies of the Government of India.

1. National Intelligence Grid (Natgrid) project of India

2. National Critical Information Infrastructure Protection Centre (NCIPC) of India
3. IUSCSF

4. NISAP

Options :

60348951797. 1
60348951798. 2
60348951799. 3

60348951800. 4

Question Number : 85 Question Id : 60348913698 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

shall Endeavour to empower Indian Police with Information Technology and
Criminal Intelligence to enable them to effectively & efficiently enforce the law & improve

public service delivery.

1. NATGRID

2. National Crime Records Bureau

3. National Cyber Coordination Centre

4. Crime and Criminal Tracking Networks and Systems
Options :

60348951801. 1

60348951802. 2



60348951803. 3
60348951804. 4

Question Number : 86 Question Id : 60348913699 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

The creation of for Rapid identification & response to security incidents and
information exchange is to reduce the risk of cyber threat and resultant effects.

1. NATGRID

2. National Criminal and Crime Control Center

3. National Cyber Alert System

4. National Critical Infrastructure Cyber Security Center

Options :

60348951805. 1
60348951806. 2
60348951807. 3

60348951808. 4

Question Number : 87 Question Id : 60348913700 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

It is a premier industry body on data protection in India, setup by NASSCOM, committed to
making the cyberspace safe, secure and trusted by establishing best practices, standards and

initiatives in cyber security and privacy.

1. Data Security Council of India (DSCI)

2. National Crime Records Bureau (NCRB)
3. NATGRID

4. Botnet Clearing Center

Options :

60348951809. 1
60348951810. 2
60348951811. 3

60348951812. 4



Question Number : 88 Question Id : 60348913701 Question Type : MCQ Option Shuffling : No
Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

Which of the following is a valid difference between a Virus and a Spyware?

1. Spyware damages data and also steals sensitive private information
2. Virus damages data, Spyware steals sensitive private information
3. Spyware damages data, Virus steals sensitive private information
4. Virus damages data and also steals sensitive private information

Options :

60348951813. 1
60348951814. 2
60348951815. 3
60348951816. 4

Question Number : 89 Question Id : 60348913702 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No
Correct Marks : 1 Wrong Marks : 0

is a process of identifying an individual and ensuring that the individual is same
who he/she claims to be.

1. Authorization

2. Authentication

3. Identity management
4. Eavesdropping

Options :

60348951817. 1
60348951818. 2
60348951819. 3
60348951820. 4

Question Number : 90 Question Id : 60348913703 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No



Correct Marks : 1 Wrong Marks : 0

is a form of cyber attack in which the attacker hijacks third party computers to
mine cryptocurrency.

1. Cryptanalysis

2. Cryptology

3. Cryptojacking

4. Web jacking
Options :
60348951821. 1
60348951822. 2
60348951823. 3

60348951824. 4

Question Number : 91 Question Id : 60348913704 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0
IANA stands for

1. Internet Assigned Numbers Assignment
2. Internet Assigned Numbers Authority

3. Internet Applicable Numbers Assignment
4. Internet All Numbers Assignment

Options :

60348951825. 1
60348951826. 2
60348951827. 3
60348951828. 4

Question Number : 92 Question Id : 60348913705 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Which of the following involves submitting as many requests as possible to a single Internet
computer or service, overloading it and preventing it from servicing legitimate requests?

1. Distributed denial-of-service attacks
2. Backdoor

3. Masquerading

4. Phishing

Options :

60348951829. 1
60348951830. 2
60348951831.3
60348951832. 4

Question Number : 93 Question Id : 60348913706 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

Which of the following is collection of Internet-connected programs communicating with
other similar programs in order to perform tasks?

1. Botnet

2. Spyware

3. Trojan Horse
4. Malware

Options :

60348951833. 1
60348951834. 2
60348951835. 3

60348951836. 4

Question Number : 94 Question Id : 60348913707 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



The first phase of hacking an IT system is compromise of which foundation of security?

1. Availability

2. Integrity

3. Authorization
4. Confidentiality

Options :

60348951837. 1
60348951838. 2
60348951839. 3
60348951840. 4

Question Number : 95 Question Id : 60348913708 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

controls logically include items such as fences, gates, locks, bollards, guards,
and cameras, but also include systems that maintain the physical environment such as
heating and air conditioning systems, fire suppression systems, and backup power
generators.

1. Administrative
2. Logical
3. Physical
4. None of these

Options :

60348951841. 1
60348951842. 2
60348951843. 3
60348951844. 4

Question Number : 96 Question Id : 60348913709 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



FISMA stands for:

1. Federal Information Security Management Authority
2. Fundamental Information Security Management Act
3. Federal Information Security Management Act

4. Federal Information Security Management Assurance

Options :

60348951845. 1
60348951846. 2
60348951847.3
60348951848. 4

Question Number : 97 Question Id : 60348913710 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

were developed to connect BITNET with the Internet and allowed exchange of e-

mail, particularly for e-mail discussion lists.

1. Gateways
2. Routers
3. Switches
4. Repeaters

Options :

60348951849. 1
60348951850. 2
60348951851. 3

60348951852. 4

Question Number : 98 Question Id : 60348913711 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Which of the following is not a factor in securing the environment against an attack on

security?

1. The education of the attacker

2. The system configuration

3. The business strategy of the company

4. The level of access provided to employees

Options :

60348951853. 1
60348951854. 2
60348951855. 3
60348951856. 4

Question Number : 99 Question Id : 60348913712 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0

To hide information inside a picture, what technology is used?

1. Bitmapping

2. Rootkits

3. Image Rendering
4. Steganography
Options :
60348951857. 1
60348951858. 2
60348951859. 3

60348951860. 4

Question Number : 100 Question Id : 60348913713 Question Type : MCQ Option Shuffling : No

Is Question Mandatory : No

Correct Marks : 1 Wrong Marks : 0



Why would HTTP Tunneling be used?

1. To bypass a firewall

2. HTTP is a easy protocol to work with
3. Web activity is not scanned

4. To identify proxy servers

Options :

60348951861. 1
60348951862. 2
60348951863. 3
60348951864. 4



